Sophos Anti-Virus

Sophos Anti-Virus is an award winning anti-
virus software that is provided for free to

all Luther Students, Faculty, and Staff.
How Do | Get Sophos?

Norse Clean Kiosk

Located outside of the Help Desk, the Kiosk
will burn a CD containing not only Sophos
Anti-Virus but also an assortment of anti-
spyware tools (Spybot, Adaware), alterna-
tive web browsers (Firefox, Opera), and a

variety of other tools.

http://sophos.luther.edu

Download and install Sophos Anti-Virus in a
matter of minutes off our website. Simply
click on the version you need and download

it right away.
Installation and Configuration

Detailed information, including instruc-
tions for Installing and Configuring
Sophos can be found at the Help Desk
or on the website at

http://lis.luther.edu/services/antivirus

Safe Computing Web Pages:
lis.luther.edu/services/safecompute
sophos.luther.edu
www.microsoft.com/protect

Preus Library 208
Phone: 563.387.1000
Website: http://lis.luther.edu/helpdesk
Email: helpdesk@]uther.edu
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Running an Aftus
Scan with Sophos

If you are in ResNet Quarantine or are
experiencing unusual problems
(slowness, frequent crashing of pro-
grams, unable to open programs, pop-
ups, etc), you may benefit from running
a scan and Sophos may be able to clear
out the problem.

An Anti-Virus scan will check your com-
puter for any viruses, malware, or spy-
ware that could be causing issues.

How To Run an Anti-Virus Scan
(Windows XP/Vista)

1. Right Click on the Blue Shield and
select Open Sophos Anti-Virus.

2. Click Setup a new scan.

3.In the Scan Name field, enter a name
(i.e.- Complete Scan, AV Scan, etq).

4.In the Items to Scan, select the
checkbox next to your Hard Drive
(typically C).

Scan name:

Complete Scan

Itemns to scan:
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5. Click Configure this scan.

6.1n the Individual Scan Settings window,
choose the Options tab.

7.Under Scanning Level, select Extensive.

8. Under Scanning Options, check every box.

Individual scan settings

Optiens | Cleanup

Scanning level

() Normal (recommended)

1@ Extensive

Scanning options
Scan inside archive files
Scan for Macintosh viruses
Scan all files
Scan for adware/PUAs
Scan for suspicious files and rootkits

9. Choose the Cleanup tab.

10. Check Automatically Clean Up Items that
Contain Virus/Spyware.

11. Check Delete under both Virus/Spyware
and Suspicious Files.

12. Check Automatically Cleanup Adaware/
PUAs. ,m'm‘

Viruses/spyware

[¥] Automatically clean up items that contain vin

¥ you do not use automatic cleanup, or if cleanu
with the infected file?

() Do nothing

elete
) Move to:
C:\ProgramData'Sophos\Sophos Anti-Vir
Suspicious files

What do you want to do with suspicious files?

) Do nothing

CA\ProgramData\Sophos\Sophos Anti-Vir

Adware/PUAS
] Automatically clean up adware/PUAS

13.Click OK and then Save and Start on the
right hand side.

This will begin a very intensive and deep scan.
Depending on the size of your hard drive and
the speed of your computer, this may take sev-
eral hours.

When the scan is complete, you will see a
screen similar to this:

&7 "Complete Scan” summary ==
Scan information
Items scanned: 2319
Ttems detected: 0
Ttems dealt with: 0
Ttems passed to Quarantine 0
Errors: 0

[tems Detected and Items Dealt With should be
the same number as Sophos will attempt to
remove any viruses, malware, or spyware that it
discovers. If itis unable to do so, the file(s) will
be Quarantined.

Click on the underlined Quarantine link to find
out more info about the files. You may have the
option to Authorize (permit the file), Clean Up,
or Delete the file. Clean Up or Delete are the
recommended actions.

Contact the Help Desk for further assistance in
removing items that Sophos cannot handle.

If viruses are detected and cleaned up, the Help
Desk recommends rebooting your computer
and running another complete scan to make
sure there are no traces left behind.



